The Internet is often helpful for nurses; however without caution nurses can disclose too much information, which may result in violating both patient privacy and confidentiality. To control mishaps, health care organizations have come up with strategies that oversee the use of online networking and social media sites by employees at the workplace. Institutional policies deal with the issues of personal use of employer computers, as well as addressing personal social media use during working hours [13] . These policies often address the types of websites that can be used and accessed by the employee. Nurses may face According to Lambert, et al. [1] , "Social media refers to the use of Web-based and mobile technologies to turn communications into an interactive dialogue. The content in social media is created by people using highly accessible and scalable technologies. It is a shift in how people discover, read, connect, and share information and content, typically with those who have similar interests. Social media transform monologues into dialogues and transform people from content readers into content publishers. (The terms social media and social networking are often used interchangeably.)" Lambert, et al. [1] further states, "Social networking is used to connect individuals with each other in an online format. Social media can take a variety of forms: • E-mail, an online mail account • Facebook, a social networking site with a profile that users themselves set up (712 million users) • MySpace, a music sharing and social networking site • LinkedIn, a professional networking site".
Social media is defined as sharing information online using conversational media that makes it easy to create and share content in the form of words, pictures, videos, and audios [2] . Social media has the advantage of allowing people to quickly access and share information. The use of social media and other electronic means of communication are constantly increasing related to the countless new social media platforms and applications. Three-quarters of all Americans use the internet, 93 percent of young adults use the internet on a regular basis [3] . More specifically, 77 percent of nursing and health science student's use Facebook [4] . These programs include blogs, social networking sites, as well as online chat rooms and forums. Nurses often utilize electronic media for both personal and professional use. However, there have been numerous instances where inappropriate uses of social media by nurses have been reported to the boards of nursing. This paper will discuss some legal cases with social media in nursing and will share guidelines for nurses on the use of electronic media in a way that patient privacy and confidentiality are maintained.
Inappropriate use of social media by nurses causes concerns for employers, educators, and regulators. Employer concerns include the potential for damage to the reputation of the organization and liability for disclosure of protected health information [5, 6] . Educators are concerned about boundary potentially serious consequences for inappropriate use of social media within the workplace [14] . Guidelines established by the NLN provide a foundation for institutional policies. "As stated in the NLN white paper [15] ; "Instances of inappropriate use of social and electronic media may be reported to the BON. The laws outlining the basis for disciplinary action by a BON vary between jurisdictions. Depending on the laws of a jurisdiction, a BON may investigate reports of inappropriate disclosures on social media by a nurse on the grounds of: Unprofessional conduct; Unethical conduct; Moral turpitude; Mismanagement of patient records; Revealing a privileged communication; and Breach of confidentiality"
Patient confidentiality and privacy are serious matters in health care. The nurse must safeguard any patient information obtained during treatment. When information must be disclosed, it must be with patient consent, and necessary to the health care team to provide safe competent care. In addition, confidential information can only be disclosed if legally required or on the requirement that the information revealed won't bring any harm to the patient. Beyond these limited exceptions, it is the nurse responsibility and obligation to safeguard such information universally [11] .
Federal laws also enforce defined privacy and confidentiality through Health Insurance Portability and Accountability Act (HIPAA) which are intended to protect patient privacy by giving meaning to identified information and how it may be used under which circumstances. Breach of patient confidentiality or privacy may be reported to Board of Nursing (BON), which operates under law outlining the premise for disciplinary move to be made. Depending on the law of the jurisdiction, an investigation is conducted on the inappropriate disclose by the nurse. If the allegations about the nurse are found to be true, the BON has the mandate of reprimanding, applying sanctions and possible assessment of monetary fines or temporary as well as permanent loss of the licensure [16] .
As stated by Westrick [17] , the case Yoder v [18] . University of Louisville is an example of poor judgment by a nursing student. A nursing student posted unfavorably on my space about a patient cared for during the obstetrics clinical experience. The school found out and wanted the student expelled. The final result was that the student was allowed to return to school and that University policies needed to be clear regarding social media [19] . Another example of nursing misuse in social media involved breaking HIPAA regulations. A nursing student posted a photo of a pediatric cancer patient on Facebook; someone saw it and reported it to a supervisor at the hospital. The student was expelled from the program. Further, the nursing program was not allowed to come back to the children's hospital for pediatric clinical experiences and the hospital faced HIPAA violations [20] . This next case illustrates the importance of censoring what is posted on Facebook. As stated by Hader [21] , "two nurses in Wisconsin were investigated by the Federal Bureau of Investigation (FBI) for possible federal violations after a photograph of an x-ray image showing a sexual device lodged in a patient's rectum was posted and discussed on one of the nurse's Facebook pages. A local sheriff's investigation determined that 2 nurses had photographed the x-ray and at least one posted it online. The nurses were fired for violating company policy and, in addition to the FBI investigation, may also face discipline from their state licensing board". [21] It is important to recognize that there are cases of inappropriate use of social media by nurses but with awareness nurses can avoid disclosing confidential or private information about patients [22] . Nurses need to maintain and keep professional boundaries all times as they engage in the use of electronic media [23] .
The following guidelines can help nurses minimize the risks associated with the use of social media:
• Nurses are restricted from transmitting images that are related to the patient by the use of electronic media [23] .
• Sheldon, et al. [11] state "Nurses are barred from transmitting any kind of information that may anticipate or influence the violation of patients' rights to privacy and confidentiality ".
• According to Spector, et al. [20] "It is expected nurses to maintain and keep professional boundaries at all times in the use of electronic media. Similarly to person relationships, the nurse has a duty of establishing, communicating and enforcing professional boundaries with patients in all online environments. Nurses must be cautious when having online social contact with patients or former patients. Nurses are always expected to consult with the policies of the employer on the appropriateness that regards work related relationships"
• As stated by Zerwekh, et al. [14] "Nurses are always expected to consult with the policies of the employer on the appropriateness that regards work related posting. Nurses are expected to report any form or; identified breach of confidentiality or privacy. This is done with complying with the policies of the 'employer regarding the use of employer-owned gadgets like computers, cameras and other electronic devices and the use of personal devices at the workplace"
• According to Bonsall, et al. [24] ,"Nurses are also prohibited from making remarks about employers and coworkers. Even if freedom of speech is guaranteed, nurses are not allowed to make threatening, harassing, profane, obscene, sexually explicit, racially derogatory, and homophobic or any other kind of offensive sentiments. Moreover, nurses are banned in posting content or speaking on behalf of the employer unless they have been authorized and they should always follow all the applicable policies required by the employer".
In conclusion, social and electronic media in nursing are here to stay. We need to understand the benefits and risks of social media in nursing. Nurses need to know the possible ramifications of disclosing patient related information through social media.
